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 Character Licensing 
 Deborah A. Wilcox 

 Dealing with 
Character 
Impersonations 
on Twitter 

 Identity theft is a major issue 
today and character properties 
are not immune. Many character 
rights owners are taking issue with 
Twitter and its users who imper-
sonate characters. 

 Twitter is a well known online 
service that allows its users to 
send and receive tweets, messages 
consisting of up to 140 characters 
of text, to one another through a 
phone or the Internet. With report-
edly over 100 million users and 
300,000 added daily, its impor-
tance as a social networking ser-
vice is undeniable. 

 Twitter is not limited to social 
interactions between friends and 
family. Businesses are currently 
exploring ways to exploit this 
media outlet because informa-
tion can be viewed by millions in 
an instant when followers receive 
tweets on their phones and com-
puters. Promotions and product 
information can be sent directly to 
consumers as a means of targeted 
marketing. 

 As with other virtual outlets, 
rights owners need to police Twit-
ter for unauthorized content. One 
major issue is that impersonators 
in this network are using mislead-
ing account names to confuse the 
public. False tweets can damage 
the reputations of businesses, indi-
viduals, and characters. 

 Twitter Usernames 
 Part of this problem is attribut-

able to how easily usernames are 
created when someone signs up 
for a Twitter account. A username 
is simply the name used to identify 
the person sending the tweet. It 
can be anything not already in use, 
including another person’s name. 
Because there is no authentication 
process, Twitter’s system enables 
users to impersonate other people 
and businesses. 

 This can be a serious problem, 
particularly for public figures, 
businesses, and those owning 
the rights to fictional characters. 
From Bill Gates to Mickey Mouse, 
there are countless username 
variations for impersonators to 
control; consequently, controlling 
a single username does not pro-
tect against impersonation. For 
example, Bill Gates may control 
BillGates, while others may have 
the usernames Bill_Gates, Bill-
Gates1, or misspellings such as 
Billgetes. 

 Twitter’s 
Impersonation Policy 

 To combat the problem Twit-
ter has an “Impersonation Policy.” 
According to Twitter: 

  Impersonation is pretend-
ing to be another person or 
entity in order to deceive. 
Impersonation is a viola-
tion of the Twitter Rules and 
may result in permanent 
 account suspension.  Twitter 

users are allowed to create 
parody, commentary, or fan 
accounts. Please refer to 
Twitter’s Parody Policy for 
more information about these 
 accounts. Accounts with the 
clear intent to confuse or 
mislead may be permanently 
suspended.  

 Similarly, in protecting trade-
marks, Twitter’s policy provides: 

  Using a company or business 
name, logo, or other trade-
mark-protected materials in a 
manner that may mislead or 
confuse others or be used for 
financial gain may be consid-
ered a trademark policy vi-
olation. Accounts with clear 
 intent to mislead others will 
be suspended; even if there 
is not an explicit trademark 
policy violation, attempts to 
mislead others may result in 
suspension.  

 Twitter thus makes a distinc-
tion between what it views as per-
missible parodies or fan pages, 
and prohibited impersonations 
or infringements. As long as the 
account does not deceive, confuse, 
or mislead others, Twitter likely 
will consider it acceptable as a 
“parody” or “fan account” and not 
a violation of its policies. Twitter 
has indicated that words such as 
“fake” or “fan” in the username 
and profile can be used to create 
an acceptable account. 

 The party being impersonated 
or infringed must go through a 
series of steps to have the offend-
ing material removed once it has 
discovered the offensive account. 
Submitting a ticket through Twit-
ter’s Web site starts the process. 
Depending on the urgency of the 
request, this process may not occur 
quickly enough. 

 In some cases, even if a user 
violates the policies, Twitter only 
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temporarily suspends the account, 
providing the user the opportunity 
to make any necessary changes 
to bring the account into com-
pliance. If the account goes live 
again, there still may be issues that 
need to be addressed with Twitter. 
If and when Twitter determines 
that an account is acceptable, the 
brand owner is well advised to 
carefully review the account in 
its entirety. If other aspects of the 
account are likely to be decep-
tive to Twitter users, then further 
contact with Twitter to explain the 
violations may be necessary. 

 The Verified 
Account Program 

 Twitter is offering a beta version 
of a “Verified Accounts” policy 
to allow public figures and some 
companies to authenticate their 
Twitter accounts. Once an account 
has been verified by the owner, 
Twitter places an icon in a specific 
location on the user’s profile to 
identify the account as verified. 
Also, an icon will appear next to 
the verified account in a search 
results list. 

 For example, a search for Bill 
Gates will return many user names, 
but the verified one attributable to 
the Microsoft founder will have a 
verification icon next to the user 
name. 

 Obtaining Verified Account sta-
tus is open to all individual users. 
Any person can contact Twitter 
via an online form in an attempt 
to gain verification. The form asks 
for some basic information, such 
as the user’s name and official Web 
site; putting a link to a Twitter user 
profile on the official Web page 
speeds up the verification process. 
All individual users can apply to 
the program, but the program is 
now closed to new business verifi-
cation requests. Many companies, 
for example Pepsi and Microsoft, 
received verification status prior 
to the program closing, but there 
is no indication that Twitter is per-
manently ending the program. 

 The new program does not 
mean the end of confusion and 
impersonation, however. Some 
crafty users may place the Veri-
fied Account icon on their profile 
page. 

 Searching for a name with a dif-
ficult or irregular spelling presents 
a potential problem as well, since 
a search using the wrong spell-
ing will not necessarily reveal the 
Verified Account. Even a Verified 
Account does not guarantee avoid-
ance of confusion or free brand 
owners from having to police the 
network for impersonators and 
infringements. 

 Conclusion 
 Twitter’s anti-impersonation 

measures do not solve all of the 
problems its service creates. 
Character owners need to police 
the network for impersonators 
and trademark infringers, and 
persist in correspondence with 
Twitter to suspend accounts 
that violate intellectual property 
rights. 
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